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1 GIOI THIEU

1.1 Téng quan

Trusted Pay la san phdm dudc phat trién bdi Céng ty C& phan Coéng nghé va dich vu Mobile-ID, hoat
dong chinh trong linh vuc cong nghé thong tin véi sif ménh "Mang dén nhirng gidi phap cong nghé tién tién,
sang tao va dé tiép can, gilp tat ca clra hang, ngudi ban hang va cd nhan tdi vu hda hiéu qua cdng viéc,

nang cao chét lugng cudc séng va déng gbép vao su phat trién bén virng cla cdng déng”.

Trusted Pay la gidai phap nhan théng bao thanh toan qua ma QR tién Igi va an toan, gidi quyét cac van dé
vé thdi gian, bao méat khi thanh todn chuyén khoan va téi uu hiéu sudt van hanh, Trusted Pay mang dén

cho tat ca cira hang, nha ban hang & nén tang, phan mém quan ly ban hang.

Tap khach hang huéng téi:
- Céac chudi ctra hang ban Ié, siéu thi mini, ctra hang tién Igi 24 gid, tap hda, ...
- Céac ctra hang, chudi spa, chudi FnB (ca phé va tra, nha hang, siéu thi 16n, ...)
- Doanh nghiép van chuyén, chuyén fax, da dich vu, ...

- Cac trudng hoc, cd sa gido dug, ...

1.2 Cac tinh nang t6i uu cua giai phap

- K&t ndi vdi ngdn hang dé cung cdp ma QR theo giao dich yéu cau va cung cdp théng bao tirc thdi
qua API trang thai thanh toan cua giao dich

- Lap tdc guri thong tin thanh todn thanh cong dén cho nha ban hang thdng qua cac nén tang: Telegram,
zalo, ...

- Gilp ngudi ban hang co thé dé dang theo ddi, dgi soat giao dich

- Thdng ké va bao cdo dong tién theo yéu cau, dac thu kinh doanh cda nha ban hang

- Cung céap dich vu xay dung, thuc hién cac bao cao BI tai chinh chuyén sau

- Déap Ung tinh nédng bdo mat va an toan

- D& dang tich hdp véi cac iing dung POS, ERP, Website ban hang

1.3 Lgiich dem lai cua giai phap Trusted Pay
Trusted Pay dugc phat trién dua trén nhu cau va diéu kién thuc té cha viéc thuc hién cac giao dich thanh
toan trén thi trudng tai Viét Nam, dem lai cac Igi ich cho nha ban hang va ngudi st dung dich vu nhu:

- Na&ng cao trai nghiém mua sam

Phong chdng gian lan, gia mao
- Tiét kiém thdgi gian, cong suc

- Bao mat tuyét doi

T6i uu hiéu sudt van hanh

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 1
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2 GIAI PHAP TRUSTED PAY
2.1 MO hinh trién khai dich vu On-Premise (OP)
Giai phap Trusted Pay sé& trién khai tai ha tdng Ngan hang (Bank Zone) nhdm dam bao vén dé bao mét

thong tin khach hang cia Ngan hang, mo6 hinh dugc moé ta chi tiét sau day.

| Bank Zone

Device

| Trusted Pay Bank

\| HEEN

y .
__»y HEEE
| ]

| Network devices

Truy cdp WebApp

Shop/Cira hang

Trusted Pay App
M6 hinh trién khai OP, gidi phap Trusted Pay sé& dudc trién khai trén ha tdng cta Ngan hang, nha cung cép
(NCC) s& dua théng tin s lugng may chu va cdu hinh can thiét cho Ngan hang dé chuén bi viéc cai dat.
NCC sé cam két giai phap Trusted Pay phai tuan thu theo chinh sach vé an toan théng tin cia Ngan hang.
Viéc trién khai theo mé hinh OP dam bao tinh bao mét cua thdng tin khach hang ctia Ngan hang, ddng thdi
viéc giao ti€p vdi cac dich vu API Ngan hang sé dam bao tinh bao mat, vi déu cling trong day mang do Ngan
hang quan ly.

2.2 M4 hinh trién khai dich vu cloud

Giai phap Trusted Pay trién khai theo md hinh dich vu Cloud cia NCC cdp giai phap. K&t ndi dén cac API
ctia Ngan hang cho cac dich vu md tai khoan, tao ma QR thanh toan, ... thuc hién qua kénh truyén riéng

Leased-line hodc VPN nham dam bao tinh bao mat, moé hinh dugc mo ta chi ti€t sau day:

| Cloud Zone Bank Zone

Device

Trusted Pay w | Bank

— T T
N |

: : T T

— 1

Network devices Network devices

Truy cp WebApp

Shop/Cra hang

Trusted Pay App

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 2
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Ha tang Cloud trién khai giai phap Trusted Pay clia NCC cam k&t tudn thi cdc tiéu chi vé& an toan théng tin

bao méat do Ngan hang dat ra va cb bién phap gidm sat dé& dam bao tinh lién tuc cla dich vu.

2.3 Cac thanh phan cua giai phap

2.3.1 WSO2 (Gateway API)
Phan mém WSO02 dudgc cai dat trén mot may chu, két néi véi thanh phan quéan ly dinh danh Keycloak
va Trusted Pay Core, tham gia vao qua trinh xac thuc cac API cua Trusted Pay Core.

2.3.2 Keycloak (Identity Access Mgmt)
Phan mém Keycloak dugdc cai dat trén mot may cha, déng vai trd quan ly dinh danh ngudi dung,
trudng hop ngudi dung chua cé tai khoan, viéc dang ky méi sé dudgc thuc hién & thanh phan nay. Khi
mot yéu cau xac thuc xay ra, yéu cau sé dudc gui dén WSO02, roi tir WSO2 sé goi vao thanh phéan
Keycloak, két qua xac thuc la AccessToken tra vé cho Client yéu cau.

2.3.3 Trusted Pay Core
La thanh phan trung tdm cua giai phap, Trusted Pay Core cung cdp cac API lién quan dén cac nghiép
vu chinh cta giai phap

2.3.4 Database
Thanh phan Cg sé dir liéu (CSDL) yéu cau may chu cé dung lugng Disk tugng ddi, CPU va RAM ciing
can c6 cau hinh cao, viéc nay anh hudng I6n dén hiéu nang cta giai phap. May chu CSDL dudc cai dat
2 Hé quan tri CSDL d6 la MariaDB (dung cho Trusted Pay Core, OpenAPI va MNS) va PostgreDB (dung
cho thanh phan ThingsBoard).

2.3.5 Redis (Data caching service)
May chl Redis nhan yéu cau caching dit liéu tir Database, hién tai cac thanh phan nhu Trusted Pay
Core, OpenAPI va MNS dang sU dung dich vu nay nham han ché& viéc truy xudt thudng xuyén xudng
Database, nhdam tang t6c d6 xu ly ctia hé thdng.

2.3.6 Kafka
La dich vu hd trg giao tiép gilta cac thanh phan trong gidi phap Trusted Pay. Dich vu ndy nhdm tdng
tdc viéc trao ddi gilta cac thanh phén, tham gia vao viéc tang hiéu suét clta giai phap.

2.3.7 MNS (Message Notification Service)
La dich vu chiu trach nhiém gui thong bao (vi du: bién déng s6 du tai khoan) dén nguGi dung qua cac
kénh: Email, SMS, Zalo Notification, Firebase Notification.

2.3.8 OpenAPI (Bank Connector)

La dich vu tudng tac truc tiép véi Ngan hang, qua cac API ma Ngan hang cung cdp dé thuc hién cac nghiép

vu:

eKYC
Tao tai khoan ao
Tao QR dong

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 3
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2.3.9 IoT
La thanh phan chuyén d6i (converter) giita cac bén d&u néi vdi ThingsBoard.

2.3.10 ThingsBoard
ThingsBoard la nén tang dudgc dung dé két ndi, quan ly, thu thap di liéu, truc quan héa va xur ly dir
liéu tir cac thiét bi IoT, cu thé & day la thiét bi Loa (SoundBox)

2.3.11 FrontEnd
La ¢’ng dung Web cung cdp cho ngudi dung cudi, FrontEnd la mot vi du dién hinh cho trudng hgp tich
hop giai phap theo hudng tich hgp API. Web app FrontEnd dudc phan quyén cu thé dé quan ly t6 chirc,
dai ly, cra hang, nhéan vién va thong tin giao dich cua hé théng

2.3.12 Trusted Pay Mobile App
La phién ban trén thiét bi di dong ctia FrontEnd (Web app), mang lai tinh tién Igi cho ngudi dung cudi.

o4 all 7 - 9:41 all 7 -
& Hello, Thom Luu
& /<. MERCHANT 02 < QR Code

Al Yesterday This menth Scan QR code to transfer meney to

SHOP 01

ACCOUNT NAME 01
[ GIENENT NN - 100% Compare to last month

MBB - VQRQAWJES588

Business Overview

Transactions: §

Revenue: 1,000,000 & P Trusted
P Trusted

Shop statistics By revenue ~

b

Ready to Boost Your Business MOBILE-ID

B mensactionsia
Sign up now and start enjoying the Trusted Pay Revenue: 500,000 d
advantage.
SHOP 01
m Transactions: 4
Revenue: 100,000 d
napas 24 | ¥ MB
SHOP 02
m Transactions: 4 >
Revenue: 200,000 d
S 20000 @
SHOP 03
i Continue with Mobile-ID . o~ Save QR code
H &
Home Settings
—_— —

2.3.13 Device (Loa - SoundBox)
La thiét bi s& hién thi ma QR cho viéc thanh todn va phat thdng bdo bang giong ndi vé trang thai giao
dich.

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 4
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2.4 MO hinh két ndi cac thanh phan va ciu hinh may chua (trién khai OP)
2.4.1 So do ha tang DC

Identity Access Momit Data Caching Service

Gateway APL E@ E@ E@ E@ Open API
E E Keycloak 01 Keycloak 02 Redis 01 Redis 02 E E ﬁ

WSO2 01 WSOZ 02 Database OpendFT 01 OpendFI 02

Trusted Pay Code
-_ -_
@ @ IoT Service
1 02

Database Database
Q
TrustedPay  TrustedPay
I Cone 01 Cone 02 @ @
Kalka Service
E E TaT 01 IaT 02

Bank

FrontEnd 01 FrontEnd 02 Message Notification Service

MNS 01 MNS 02

ThingsBoard ThingsBoard

E E Kafka 01 Kafka 02 ThingsBoard
o1 oz

Sd d6 may chu ha tang DC (du phong tai ché gébm 2 node mdy chu)

2 cores X
WSO02 Oracle Apache i
Java | ¥ 4 Logical | 4668 250GB
1 (Gateway Linux 17 Tomcat Processors 2
Minimum Minimum
API) 8.8 9.0.94 @36 | )| ( )
GHz
Keycloak 2 cores X
Oracle 4 Logical
(Identity Java | Quarkus - 16GB 100GB
2 Linux . 590G Processors o o 2
Access 8.8 2. @ 3.6 (Minimum) | (Minimum)
Mgmt) GHz
2 cores X
Oracle 4 Logical
Trusted Pay Java | Wildfly cgica 32GB 100GB
3 c Linux 17 7 Processors 2
8.8 @ 3.6 (Minimum) | (Minimum)
GHz

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 5
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Web HE QT
Java
server CSDL
MariaDB | 2 coresx
I q
Oracle 10.6 4logical | 6468 2TB
4 Database Linux Processors 2
8.8 PostgreSQL @ 3.6 (Minimum) | (Minimum)
15 GHz
Redis 2 cores X
Oracle i
4 Logical 16GB 250GB
(Data i
5 Linux Processors 2
Caching 8.8 @ 3.6 (Minimum) | (Minimum)
Service) GHz
2 cores X
Oracle :
' Java 4 togical | 4eGp 250GB
6 Kafka Linux Processors 2
-, 17 @36 (Minimum) | (Minimum)
GHz
MNS 2 cores x
Oracle 4 Logical
(Message Java | Wildfly ogica 16GB 100GB
7 Linux Processors 2
Notification a8 17 27 @3.6 (Minimum) | (Minimum)
Service) GHz
2 cores X
OpenAPI Oracle i
Java | Wildfly 4 Logical 16GB 100GB
8 (Bank Linux . . Processors 2
(Minimum) | (Minimum)
Connector) 8.8 @ 3.6
GHz
2 cores X
Oracle i
Java | Wildfly 4 Logical | 4668 100GB
9 IoT Linux Processors 2
88 17 27 @3.6 (Minimum) | (Minimum)
GHz
2 cores X
Oracle Apache i
' meE | 4 Logical | 4eGp 100GB
10 | ThingsBoard | Linux . Tomcat Processors o o 2
8.8 9.0.73 @ 3.6 (Minimum) | (Minimum)
GHz
Giai phap thong bao thanh todn ma QR Trusted Pay Trang 6
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Java

Web

server

HE QT
CSDL
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Tang 9, Toa nha Van Phong Thuy Lgi 4, 286-288 Nguyén Xi, Phudng 13,

2 cores X
Oracle i
Java | Wildfly 4 Logical | 46GB 100GB
11 FrontEnd Linux 17 7 Processors o o 2
8.8 @ 3.6 (Minimum) | (Minimum)
GHz
12 Device Thiét bi Sound Box (Thong tin chi ti€t vui long lién hé véi nha cung cap)

2.4.2 Sco do ha tang DR

Gateway APT

E

FrontBnd

E

FrontEnd

E

Keycloak

Tdentity Access Mamt

E

TrustedPay

Core

Trusted Pay Code

E

MHNS

Message Notification

Service

Data Caching Service

E

Redis

Open APT

E

Database

Database

DpenAP] Bank

IoT Service

Kalka Service

E

E

ToT

ThingsBoard

E

Thing=Board

So d6 may chu ha tang DR

2 cores X
WSO02 Oracle Apache i
Java | 7 4 togical | 4GB 250GB
1 (Gateway Linux 17 Tomcat Processors 1

Minimum Minimum

API) 8.8 9.0.94 @36 | )| ( )
GHz

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 7
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HE QT
server CSDL
Keycloak 2 cores X
Oracle 4 Logical
(Identity Java | Quarkus — 16GB 100GB
2 Linux : 5560 Processors o o 1
Access 8.8 2. @ 3.6 (Minimum) | (Minimum)
Mgmt) GHz
2 cores X
Oracle 4 Logical
Trusted Pay | Java | Wildfly egica 32GB 100GB
3 c Linux 17 7 Processors 1
ore . .
8.8 @ 3.6 (Minimum) | (Minimum)
GHz
MariaDB | 2 coresx
Oracle i
10.6 4 togical | 4GB 2TB
4 Database Linux Processors o o 1
8.8 PostgreSQL @ 3.6 (Minimum) | (Minimum)
L5 GHz
Redis 2 cores x
Oracle i
(Data _ 4 togical | 4GB 250GB
5 . Linux Processors o o 1
Caching 8.8 @ 3.6 (Minimum) | (Minimum)
Service) GHz
2 cores X
Oracle i
Java 4 Logical 16GB 250GB
6 Kafka Linux . Processors o o 1
8.8 @ 3.6 (Minimum) | (Minimum)
GHz
MNS 2 cores X
Oracle 4 Logical
(Message Java | Wildfly cgica 16GB 100GB
7 . ] Linux 17 7 Processors o o 1
Notification 8.8 @3.6 (Minimum) | (Minimum)
Service) GHz
2 cores X
OpenAPI Oracle i
_ Java | Wildfly 4 Logical | 46GB 100GB
8 (Bank Linux . o Processors 1
(Minimum) | (Minimum)
Connector) 8.8 @ 3.6
GHz
Giai phap thong bao thanh todn ma QR Trusted Pay Trang 8




MOBILE-ID

Anytime, Anywhere

CONG TY CG PHAN CONG NGHE VA DICH VU MOBILE-ID
Tang 9, Toa nha Van Phong Thuy Lgi 4, 286-288 Nguyén Xi, Phudng 13,
Quan Binh Thanh, TP. HCM
Tel: +84 28 3622 2982 - Hotline: 1900 6884

info@mobile-id.vn - https://www.mobile-id.vn

Web HE QT
server CSDL
2 cores X
Oracle i
Java | Wildfly 4 Logical | 46GB 100GB
9 IoT Linux 17 7 Processors o o
8.8 @ 3.6 (Minimum) | (Minimum)
GHz
2 cores X
Oracle Apache i
Java | © 4 Logical | 16GB 100GB
10 | ThingsBoard | Linux - Tomcat Processors
Minimum Minimum
8.8 9.0.73 @36 | )| (€ )
GHz
2 cores X
Oracle i
Java | Wildfly 4 togical | 4eGp 100GB
11 FrontEnd Linux 17 7 Processors o o
8.8 @ 3.6 (Minimum) | (Minimum)
GHz
12 Device Thiét bi Sound Box (Thong tin chi ti€t vui long lién hé véi nha cung cap)

2.5 Pang ky tai khoan eKYC véi ngan hang

Chirc ndng ddng ky tai khoan eKYC chi kha dung véi mot s6 ngan hang nhat dinh cé hd trg.

Hé théng ho trg dang ky truc tiép v8i ngadn hang OCB vdi cac budc sau

Giai phap thong bao thanh todn ma QR Trusted Pay
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OCB Banking

Customer TrustedPay

L 1. Y&u cdu tao ding ky tai khoan v

>
loeennnnn. 2 Youchutiilén cic hing tin cinding by |
3. Tailén cac théng tin dang ky
4. Yé&u chu tao dang ky tai khodn méi v théng tin khach hang i
J 5. Thuc hién KYC thdng tin
U 6. Thong bdo két qua hoan thanh KYC
7. Yéu ciu xac nhén tao tai khoan moi
4 8. Glri mé xac thue OTP xdc nhén mé& tai khodn
S | """""""""""""""""""""""""""""""""""""""
9. Xdc thuc OTP mé tai khoan méi
e 10 Phan hii ket quixicthweOp
11. Yéu céu lay két qua qud trinh tao tai khoan N
o 12 Phan hdi két qui Gling ky thikhodn i
13. Phan héi két qua dang ky tai khoan ngan hang H

LI rmmm oo B TR e S e o

Budc 1: Khach hang yéu cau thuc hién tao tai khoan ngan hang OCB vd@i hé théng Trusted Pay
Budc 2: Khach hang thuc hién cc thao tadc nhu NFC va chup anh dé tai 1én céc thong tin theo biéu mau yéu
cadu ma ngan hang can dé md tai khoan
Trong dé bao gbm cac thong tin nhu:

- Thong tin cd ban cua khach hang ti thong tin NFC

- Tai lén CCCD mat trudc va sau, anh chan dung dung cho viéc KYC véi théng tin can dang ky
Budc 3: Sau khi hoan tat qua trinh KYC va dugc ngan hang chap thuan cho phép md, khach hang can thuc
hién xac nhan OTP v&i ngan hang dé xac nhan dong y va hoan tat qua trinh m4 tai khoan ngén hang

Budc 4: Khi da hoan tat cac qua trinh khach hang sé nhan dudc thong tin chi tiét tai khoan tir ngan

hang qua email ca nhan va so dién thoai dang ky.

2.6 Lién két tai khoan v@i ngan hang
Giai phap lién két tai khoan ngan hang chia sé bién déng s6 du thong qua tai khoan dinh danh (Virtual
Account)
*Uu diém
- Thay thé& sé tai khoan thanh todn chinh tai b&ng chudi ky tu do doanh nghiép tu ch dong dat.

- Gilp doanh nghiép nhan dién giao dich theo ngudi chuyén tién (theo dai ly, nha phan phdi, khach
hang, ...) hodc theo s6 hgp ddng theo ddi d& dang theo tirng muc dich chuyén.

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 10
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- Khong gidi han s6 lugng tai khoan dinh danh lién két vGi 01 tai khoadn thanh toan cua doanh

nghiép.

- Quan ly hiéu qua tinh trang thanh toan cua cac khoan phai thu cua doanh nghiép.

- TG6i uu hda thgi gian, ngudn luc trong viéc ddi soat giao dich.

*Piéu kién su dung:

- Co tai khoan g6c tai ngan hang

Banking

4. Yéu cAu tao tai khoan dinh danh (Virtual Account)

5. Thing bao két qua tao tai khoan dinh danh (Virtual Account)

G _____________________________________________________________

6. Yéu cdu xdc nhan tao tai khoan dinh danh (Virtual Account)

v

9. Phan hdi két qua xac thuc

R e T T -

Customer TrustedPay

L 1. Yéu cdu lién két tai khodn o

< 2. Yéu cAu ti lén cac théng tin cin ding ky
3. Dién cac théng tin yéu ciu cho viéc lién két tai khoan

L 7. Glri m& xdc thue OTP xac nhdn mé tai khoan

R e e e L P L L LR PR ] -

8. Xac thuc OTP mé tai khoan dinh danh (Virtual Account)

p 10. Phan héi két qua lién két tai khoan
-3 A . oottt R

- Budc 1: Khach hang gui yéu cau lién két tai khoan dén hé théng Trusted Pay.

- Budc 2: Trusted Pay yéu cau khach hang tai 1én cac thdng tin cadn dang ky (chdng han nhu gidy t&
xac minh danh tinh).

-  Budc 3:
-  Budc 4:
- Budc 5:

- Budc 6:
hang.

- Budc 7:
-  Budc 8:
- Budc 9:

Khach hang gui cac théng tin yéu cau cho viéc lién két tai khoan.

Trusted Pay gui yéu cau tao tai khoadn dinh danh (Virtual Account) t&i hé théng ngan hang.

Ngan hang phan hodi két qua tao tai khoan dinh danh vé Trusted Pay.

Trusted Pay gui yéu cau xac nhan tao tai khoan dinh danh (Virtual Account) vdi ngan

Ngan hang gi ma xac thuc OTP dén khach hang dé xac nhan md tai khoan.

Khach hang nhdp OTP dé€ xac thuc md tai khoan dinh danh.

Ngan hang phan hoi két qua xac thuc vé Trusted Pay.

Giai phap thong bao thanh todn ma QR Trusted Pay
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- Budc 10: Trusted Pay théng bao két qua lién két tai khoan cho khach hang.
2.7 Giai phap thanh toan bang QR tinh
QR tinh 1a m& QR dudc tao ra mét 1an va khdng thay d6i thdng tin theo thdi gian. M3 QR nay thudng chira
thong tin c6 dinh nhu s6 tai khoan ngudi nhan (Virtual Account), s6 tién c6 dinh (néu cd), va thong tin lién

hé.

$

g [

[1} (4-2)

s B DAy két qua giao dich
- S—
- B

—

CONG THANH TOAN

e
Pay giao dich thanh
todn thanh céng vé

(1) (B3-2)
KH d&ng nhap ‘ KH nhap s¢ tién
quay thu ngan

c6ng thanh todn can thanh toén
truc tuyén

()
Thu ngén tinh tién va théng bao
s tién KH can phai tra

M
Khéch hang (KH) dén thanh toén bang
hinh thic quét ma QR

(4-1)
Thue hién quy trinh xéc thuc (FacelD, PIN
code) va nhan thong bao thanh toan thanh
cong

Thu ngén xuat hoa don va két thac
giao dich

Gidi phap yéu cau clra hang tao moét Virtual Account c6 dinh va lién két v8i ma QR tinh trudc d6, ma QR nay
dugc hién thi 1&n trén thiét bi loa. Sau khi d& c6 thdng tin QR thi quy trinh thanh todn QR tinh nhu sau:
1. Khéach hang dén quay thu ngén thanh todn bdng hinh thirc quét ma QR, ddng thdi truy cap vao cdng
thanh toan (bank, momo, ...).
2. Thu ngan tinh tién va thong bao s6 tién tGi KH.
KH quét ma QR code co trén thiét bi va nhap s6 tién thu ngan thong bao.
4. KH thuc hién quy trinh xac thuc theo yéu cau tir c6ng thanh todn (bank, momo, ...) va Céng thanh
toan (bank, momo, ...) ddy két qua giao dich vé hé théng.
5. Loa phat thong bdo dén thu ngan vé “Giao dich thanh toan thanh céng” va thu ngan xudt hda dan
va két thuc giao dich véi KH.
C6éng thanh todn: App ngén hang, vi thanh toan dién t&r Momo, ...

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 12
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QUY TRINH THANH TOAN BANG QUET MA QR TINH

| |

| |
Quét m3 GR duge dén trén thigt bi—) |

| u

|

| |

| |

= —Tra'ﬁtqua'thanhtua'n———l— ——————————— r——————————- ===

| |
| Tra kEt qua giao dich
% (postbaclk)
I

- __ Trd kBt qud giao dich__ Gui théng héuﬁtqua'
(postback] thanh tadn Thiét bi phat théng bia thanh
toan thanh céng

2.8 Giai phap thanh toan bang QR dong
QR d6ng 1a ma QR dudc tao ra tu ddng cho mdi giao dich, chifa théng tin ddng nhu s6 tién, thdi gian, va
m& giao dich. M3 QR nay thay déi sau mdi l1an st dung.

(3) TrustedPay guri yéu cau tao ma QR tGi Céng thanh

toan
(4) Cong thanh toan tao va phan héi ma QR t6i TrustedPay

A
bay két qua giao dich

CONG THANH TOAN

(1) ‘
KH dang nhéap T
cdng thanh toan

truc tuyén

Thu ngan tinh tién va gui
yéu cau tao ma QR (bao
gém sb tién can thanh todn)

(1)
Khéch hang (KH) dén thanh toan bang
l hinh thirc quét ma QR
©)
KH xac nhan va bat dau thuc hién quy
trinh xdc thuc (FacelD, PIN code)

Giai phap yéu cau clra hang tao mot Virtual Account. Sau khi da c6 thong tin QR thi quy trinh thanh toan
QR tinh nhu sau:
1. Khéach hang dén quay thu ngén thanh todn bdng hinh thirc quét ma QR, déng thdi truy cdp vao cdng
thanh toan (bank, momo, ...).
Thu ngan tinh tién va tao ma QR vdi s6 tién can thanh toan.

Hé théng yéu cdu tao ma QR tdi céng thanh todn.

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 13
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4. Co&ng thanh todn tao va phan hdi ma QR téi hé théng va hién thi 1én thiét bi loa.
KH quét ma QR code cé trén thiét bj va kiém tra thong tin giao dich.
KH thuc hién quy trinh xac thuc theo yéu ciu tir c6ng thanh todn (bank, momo, ...) va Céng thanh
toan (bank, momo, ...) ddy két qua giao dich vé hé théng.
7. Loa phat thong bao dén thu ngén vé “Giao dich thanh toan thanh cdéng” va thu ngan xuat héa don
va két thuc giao dich véi KH.
C6ng thanh todn: App ngén hang, vi thanh toan dién t&r Momo, ...

QUY TRINH THANH TOAN BANG QUET MA QR PONG

KHACH HANG CITA HANG TRUSTEDPAY THIET BI NGAN HANG

Giri yéu ciu tas CR ) ]
Tao CR

Tra két qua m3 Gf -
|
----- KEtqua mo m3 QR ---—- Ui m3 GR dén thiét bi |
|
|
[ e
| | Hién thimZ QR trén thiét bi |
Hougt m3 QR &y wEu c3u thanh ted - |
I |
‘ |
|
Thuc higén thanh tedn >

‘ L K&t qua thanh tean |

|

l

| |
| ____Tra két qua gizo dich Giri théng bao két qua |
| (postback) thanh tozn Thigt bi phat thing b I
| |
| |

T T thanh toan thanh céng
I |

KEt qua giao dich [ pestback)

!

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 14
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2.9 Phan hé FrontEnd

Nhom chirc . R SUPER AGENCY MERCHANT MERCHANT
. Hanh dong AGENCY_ADMIN MERCHANT_ADMIN
nang ADMIN MODERATOR OWNER MODERATOR
Tao sub agency
Stra  thon tin  sub
g v v
agency
Xda sub agency M
VO hiéu héa/Kich hoat
M M %}
sub agency
Xem danh sach sub
™M %}
1. Quan ly agency
Agency &|Tao merchant M
Merchant
Stra thong tin merchant M M M M M M
Xda merchant M
VO hiéu hda/Kich hoat
M M %}
merchant
Xem danh sach
M M %}
merchant
Xem thong tin chi tiét
? v v v v ¥ v
merchant
>, Théng Kké & Xem théng ké s6 lugng
. Théng ké
L 9 merchant cla agency, 4| 4| 4|
Bao cao
sub agency
Giai phap thong bao thanh todn ma QR Trusted Pay Trang 15
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Nhém chirc

Hanh ddng

SUPER
ADMIN

AGENCY_ADMIN

AGENCY
MODERATOR

MERCHANT
OWNER

MERCHANT_ADMIN

MERCHANT
MODERATOR

Xem thdng ké doanh thu
merchant cla agency,

sub agency

]

Xem doanh thu

merchant

Xem doanh thu shop

Xem giao dich shop

Xem toan bé giao dich

clia merchant

Xudt bdo cado doanh thu

N M| ®H H

N M| ® H

N M| M H H

Xuéat bao cdo giao dich
(Transaction, SMS,

Notify...)

=

=

&

3. Quan ly

Device

Thém device

Chuyén device tdi sub

agency hoac merchant

Xba device khoi

Merchant/Shop

Cap nhat thong tin

device

Set QR xudng Device

Kiém tra trang thai hoat

dong cla device

Giai phap thong bao thanh todn ma QR Trusted Pay
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merchant

Nhém chirc . R SUPER AGENCY MERCHANT MERCHANT
. Hanh dong AGENCY_ADMIN MERCHANT_ADMIN
nang ADMIN MODERATOR OWNER MODERATOR
Tao shop %} 4| 4]
Stra shop M M M M
4. Quan ly X6a shop ™ ™ ™M
Shop
V6 hiéu hoda/Kich hoat
' ' 4| 4| 4| |
shop
Xem thong tin shop M M M M
Tao VA |Z| |Z| |Z|
Tao VA co6 device (Sé tu
20 VA > (Se T o o o
5. Quan ly VA|lién két device vGi Shop)
Virtual
( X6a VA M M M
Account)
Tao QR tir VA M M
Xem VA M M M M
Mgi nhan vién vao
|
merchant
Xo& nhan vién tron
° ™
6. Quan ly|Shop
User Agency |Xem danh sach nhan
- 4| 4|
vién
Chinh sira vai tro nhéan
- 4|
vién
Mg&i nhdn vién vao
4|

Giai phap thong bao thanh todn ma QR Trusted Pay
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Nhom chirc . R SUPER AGENCY
. Hanh dong AGENCY_ADMIN
nang ADMIN MODERATOR

Xod nhén vién trong

Shop

7. Quan WX R —
em danh sach nhan

User R 4| 4|
vién

Merchant

Chinh sira vai tro nhéan

Vién

Mgi nhan vién vao shop

6. Quan Iy Xoa nhan vién trong !
User Shop Shop
Chinh sira vai tro nhéan o o M o
vién
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2.9.1 Giao dién Quan ly dai ly (Agency)

Quan ly dai ly thudc quyén quan tri cia Agency, cho phép quan tri vién thuc hién cac thao tac sau:
- Quan ly tat ca sub agency, merchant va shop trong hé thong.
- Xem chi ti€t, thém mgai, xda va cap nhat thong tin clia sub agency, merchant va shop.

First Name Last Name &
T\Trusted R HAN Do N

[l Agencyor 1 | Merchant 02 Action v
# Edit
@ Detail
B mobile-id nactive = @  mobile-id Active = 8 mobile-id 4
# Edit 7 Edit
mobile-id mobile-id mobile-id
9’ Add bew Level 9, Thuy Loi 4 Building, 286288 Nguy @ Delete Level 9, Thuy Loi 4 Building, 286-288 Nguyen Xi Street, Level 9, Thuy Loi 4 Building, 286-288 Nguyen Xi Street
e Ward 3, Binh Thanh District, Ho Chi Minh Ward 13, Binh Thanh District, Ho Chi Minh City Ward 13, Binh Thanh District, Ho Chi Minh City
. @ Detail

£ mobiieid B mobilerd Aeive (3 @ mobileid

mobile-id mobile-id mobile-id

Level 9, Thuy Loi 4 Building, 286-288 Nguyen Xi Street. Level 9, Thuy Loi 4 Building, 286-288 Nguyen Xi Street, Level 9, Thuy Loi 4 Building, 286-288 Nguyen Xi Street,
Ward 13, Binh Thanh District, Ho Chi Minh City Ward 13, Binh Thanh District, Ho Chi Minh City Ward 13, Binh Thanh District, Ho Chi Minh City

© © ©

& mobile-id

You don't have a Shop yet?

mobile-id
To add 2 new Shop, piesse click Add
Level 9, Thuy Loi 4 Building, 286-288 Nguyen Xi Street, Ward
13, Binh Thanh District, Ho Chi Minh City
Version 120250122 Copyright & 2024 - 2025 Mobile-ID Technologies and Service Joint Stock Company B infopmoblle-idvn ) +B49TBITTIS2

2.9.2 Giao dién Quan ly thiét bi
Quan ly thiét bi thudc quyén quan tri cia Agency, cho phép quan tri vién thuc hién cac thao tac sau:
- Quan ly tat ca thiét bi trong hé thong.
- Xem chi tiét, thém mgi, xda va cap nhat théng tin thiét bi.
- Gan (assign) thiét bi cho agency, merchant hodc shop chi dinh.

Giai phap thong bao thanh todn ma QR Trusted Pay Trang 19



MOBI LE _ |D CONG TY CG PHAN CONG NGHE VA DICH VU MOBILE-ID
Tang 9, Toa nha Van Phong Thuy Lgi 4, 286-288 Nguyén Xi, Phudng 13,
Quan Binh Thanh, TP. HCM

Anytime, Anywhere Tel: +84 28 3622 2982 - Hotline: 1900 6884
info@mobile-id.vn - https://www.mobile-id.vn

MERCHANTO! @B,

First Name Last Name
I N Trusted L]

(O]

I Device management

Device type Devics SN Device count  Activated count
[ B+ N 145 47

#  Device name Device SN Device type Activation date Virtual account number state Action

1 Device 01 Device code 01 Sound Bax 03/04/2024 VQRQOO02itI70 Inactive PN

2 Device 03 Device code 03 €589 03/04/2024 VORQODO2it70 Active P

3 Device 02 Device code 02 cs89 03/04/2024 VQRQOOO02itI70 Locked FECR ]

4 Device 04 Device code 04 cse9 03/04/2024 VQRQO002tI70 . PN ]

s Device 05 Device code 05 Alited_CSXX 03/04/2024 VQRQODO2itI70 Suspended PROR ]

6 Device 06 Device code 06 Alited_€5x3¢ 03/04/2024 VQRQOO02itI70 New sy

7 Device 07 Device code 07 Alited_CSXX 03/04/2024 VQRQOO02itI70 Active S ra

8 Device 08 Device code 08 Sound Box Sound Box 03/04/2024 VQRQODO2itI70 Active PN -]

° Device 09 Device code 09 Alited_CSXX 03042024 VQRQODO2itI70 New PR ]

10 Device 10 Device code 10 csas 03/04/2024 VQRQO02itI70 Active P

Version 120250122 Copyright & 2024 - 2025 Mobille-ID Tachnologies and Service Joint Stock Company B info@mobile-idvn 3 +8497837T152

2.9.3 Giao dién Dashboard POS

2.9.3.1 Trang chu (Home)
Tai day, quan tri vién co thé thuc hién céac thao tac:
- Xem thdng ké tdng quan vé téng sb giao dich, tdng doanh thu va doanh thu trung binh trén 1 giao
dich.
- Xem danh sach doanh thu cta céac shop.

- Xem biéu dd truc quan thé& hién gid tri doanh thu clia merchant theo ngay, quy hodc nam

IERCHANTO1 W,

@ pos
. Total transactions Total ameunt in Average value per transaction
_ (R Home
&)
Applicat

145 ¢30,000 415,000

7 Function | Totat amount in | Goahflow arowth chart
¢30,000 R =
130,000 = 16,000
mol
Total

MobilelDTes o
Total transactions: O

MobilelDTest N
Total transactions: 0 / 0\ .

PTrusled First Name Last Name @

@5 Transaction

30,000
ons: 0

Version 120250122 Copyright © 2024 - 2025 Mobile-1D Technologies and Service Joint Stack Company B info@mobile-idvn 8 1849783752
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2.9.3.2 Giao dich (Transaction)

Trang quan ly giao dich thudc quyén quan tri cia Agency va Merchant, cho phép quan tri vién thuc hién

cac thao tac sau:

Xem thdng ké téng quan vé téng sb giao dich, tdng doanh thu va doanh thu trung binh trén 1 giao
dich.

Xem hodc tim ki€m danh sach cac giao dich cua cac shop thudc merchant va trang thai cia cac
giao dich thanh céng, that bai hoac dang chg, ...

Tao m3 QR thanh todn cho shop va két ndi ma QR tdi thiét bji d& thuc hién thanh toan

Xuat bao cdo cac giao dich.

First Name Last Name @
PTrush:d AERCHAN -

()] POS
Lo Total transactions ¥ Total amount in Average value per transaction
& Home
Applicatio

| 145 ¢30,000 415,000

| Transaction History Generate QRCode

Shop Cash flow Bank
v @ v
Transaction time Keywords
24/04/2024 01/05/2024
Aceount infarmation Transaction code Amount Transaction date Transfer content Shep State Webhaak Retry
4 0839533594 L QODO2tr70 PAYNS3 1
R Larcoooziino F124225286020806 10,000 24/04/202415:07:20 st mobile-id Pending Disable Qtimes
o4, 0899533594 QOO02itT70 PAYIS3 1 N
7 yoraooozitro FT24225286020806 10,000 24/04/2024 13:07:20 PGADBLITIIAGIO000T2 mobile-id Completed Disable 0 times
4, 0839533594 . o QO0OZitr70 PAYNS3 |
% Jaraooozitizo FT24225286020806 10,000 24/04/202413:07:20 e mobile-id Falled Enable Qtimes
4, 089533594 I o o QOO02itr70 PAYIISS 1 N
% vanqooozimo FT24225286020806 10,000 24/04/2024 13:07:20 2408121754 4921000012 mabile-id Cancelled Enable atimes
4 0839533534 . ST QQO02itr70 PAYTISS 1 )
% araooozitio FT24225286020806 10,000 24/04/2024 13:07:20 O 2ADEIT T AS000012 mobile-id Rejected Enable otimes
o4, 0839533594 - e 1307 QOO02itI70 PAYNIS3 1 } R
% onaoooatine FT24225286020806 10,000 24/04/2024 15:07:20 2408121 T84 4921000012 mabile-id Authorized Enable Qtimes
4 0839533594 i . PP QQO02itI70 PAYISS ) - .
% ongoooziza 24225286020806 10,000 24/04/202415:07:20 24D T4 4821000012 mabile-id ending Enable Qtimes
Version 120250122 Copyright & 2024 - 2025 Mobile-1D Technelogies and Service Joint Stack Company B infomobiic-idwn 3 +849783TTIS2

2.9.3.3 Chic nang (Function)

Tai trang Chlc ndng, quan tri vién cé thé kiém soat, th6ng ké va thao tac cac chlc ndng:

Quan ly tai khoan ngan hang lién két

Quan ly tai khoan ngan hang lién két cua shop thudc quyén quan tri cia Merchant, cho phép quan tri vién

thuc hién cac thao tac sau:

Xem hodc tim ki€m danh sach cac tai khoan ngan hang clia cac shop thuéc merchant va trang thai
hoat dong, tam khoa, hét han hoac bi khoa, ...

Xem chi tiét, lién két, tao mdi tai khoan ngan hang cta shop cu thé

Tao ma QR thanh todn cho shop va két ndi ma QR tdi thiét bj d& thuc hién thanh toan
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\ERCHANT O B,

T‘Trusled First Name Last Name @

] POS (

& movite-ia Active = £ mobile-ia Active

@ Home & mobile-id Inactive

# Edit
@5 Transaction mobile-id mobile-id mabile-id

Level 9, Thuy Loi 4 Building, 286288 Nguy I Delete Level 8, Thuy Loi & Building, 286-288 Nguyen Xi Street, Ward Level 8, Thuy Loi & Building, 286-288 Nguyen Xi Street, Ward
7 Function N ¥ Bioh Thanh Distict, Ho ChiMinh Chy o 13, Binh Thanh District, Ho Chi Minh City. 13, Binh Thanh District, Ho Chi Minh City

Bank Account Management

User Management B mobile-id retive = B mobile-id Aetve = B mobile-id Active =
Device Management
mobile-id maobile-id maobile-id
Statisties/Reports Level 5, Thuy Loi 4 Buikding, 285-288 Nguyen Xi Street, Ward Level 8, Thuy Loi 4 Building, 286288 Nguyen Xi Street, Ward Level 8, Thuy Loi 4 Building, 286-288 Nguyen Xi Street, Ward
13, Binh Thanh District, Ho Chi Minh City 13, Binh Thanh District, Ho Chi Minh City 13, Binh Thanh District, Ho Chi Minh City

© © ©

& mobile-id Active =

| ¥ou don't have a Shop yet?
alick Add new

mobile-id
Leval 9, Thuy Loi 4 Building, 286-288 Nguyen Xi Streat, Ward
13, Binh Thanh District, Ho Chi Minh City

| To

©

b. Quan ly shop

Quan ly shop thubc quyén quan tri cia Merchant, cho phép quan tri vién thuc hién cac thao tac sau:
- Xem danh sach cac shop thuéc merchant va trang thai hoat déng, bi dong cua, ...
- Xem chi tiét, thém, cap nhat, v6 hiéu hdéa hoac xda shop

- cau hinh thong bao bién dong s6 du tai khoan cua shop qua cac kénh ZNS, SMS, Email, ...

Quan ly giao dich

Quan ly tai khoan da lién két ngan hang: tao mdi, xem chi ti€t, gen ma QR

Quan ly user thudc shop

First Name Last Name [

pTrusled IERCHANT O 4,
O POS (

@ Home B mobileid Inactive = B mobiteid Active = B mobile-id Active =

# Edit
@5 Transaction mobile-id mabile-id mabile-id

Level 9, Thuy Loi 4 Building, 286-286 Nguy I Delete Level 9, Thuy Lai 4 Building, 286-288 Nguyen Xi Street, Ward Level 9, Thuy Loi 4 Building, 286-2668 Nguyen Xi Street, Ward
% Function . 13, Binh Thanh District, Ha Chi Minh City © Dota 13, Binh Thanh District, He Chi Minh City 13, Binh Thanh District, Ho Chi Minh City

Bank Account Management

User Management B mobile-id Active = £ movite-ia Active = £ mobile-ia Active =
Device Management
mobile-id mobile-id maobile-id
Statistics/Reports Level 9, Thuy Loi 4 Building, 286-288 Nguyen Xi Street, Ward Level 8, Thuy Loi 4 Building, 286-288 Nguyen Xi Street, Ward Level 8, Thuy Loi 4 Building, 286-288 Nguyen Xi Street, Ward
13, Binh Thanh District, Ha Chi Minh City 13, Binh Thanh District, Ho Chi Minh City 13, Binh Thanh District, Ho Chi Minh City

© © ©

& mobile-id Active =

| ¥ou don't have a Shop yet?
alick

mobile-id
Leval 9, Thuy Loi 4 Building, 286-288 Nguyen Xi Streat, Ward
13, Binh Thanh District, Ho Chi Minh City

| To

©

Version 120250122 Copyright © 2024 - 2025 Mobile-I0 Technologies and Service Joint Stack Company BB infopmobile-idvn o8 849737712
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c. Quan ly thiét bi cua Merchant

Quan ly shop thudc quyén quan tri cia Merchant, cho phép quan tri vién thuc hién cac thao tac sau:
- Xem danh sach cac thiét bi thudéc merchant va trang thai hoat dong, tam ngung, hu héng, ...
- Xem thong tin chi ti€t, cap nhat tén, trang thai thiét bi hoac xda thiét bi.
- Gan (assign) thiét bj tgi cho shop chi dinh

First Name Last Name @&
PTrusnzd IERCHANT O] B,

®) POS
Home | Device Management

Q) Home

@ Transaction Device type Keywords

P e ; 'Y

Shop Mar

#  Device type Device name Activation date shop state Action
1 Device type 01 Device o 03/04/2024 Shop 01 INACTIVE ;S
2 Device type 02 Device 03 03/04/2024 Shop 02 ACTIVE ;S ow

2 Device type 03 Device 02 03/04f2024 ;s w

Version 120250122 Copyright © 2024 - 2025 Mobile-ID Technologies and Service Joint Stack Company BB infopmobile-idvn o8 849737712

d. Quan ly nhan vién cua Merchant
Quan ly nhan vién thubdc quyén quan tri cia Merchant, cho phép quan tri vién thuc hién cac thao tac sau:
- Xem va tim ki€m danh sach nhan vién thudc merchant va trang thai hoat dong.
- Xem thong tin chi ti€t hoac xda tai khodn nhan vién.
- MGdi nhan vién vao cac shop chi dinh

- Cap nhat vai troé cua nhan vién
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T_‘Trusled

()] POS

@ Home

@5 Transaction

7 Function ~

Shop Managerment

Bank Account Management

Device Management

Statistics/Reports

| User management

Keywords

#  Email

1 thoantkg@mobile-idvn

2 thomit@mobile-idyn

2 cheint@mobile-idvn

@

Name Role

thomit Merchant Owner
phati2s Marchant Moderator
chien 123 Shop Admin

Version 120250122 Copyright & 2024 - 2025 Mobile-ID Technologies and Service Joint Stock Company

e. Thong k&, bao ca

o

Status

INACTIVE

ACTIVE

ACTIVE

First Name Last Name @
IERCHANT O @B,

Action
s 00
s 00

;s 8o

B info@mobile-idvn  J +84978377152

Thdong ké va bao cao thudc quyén quan tri cia Merchant, cho phép quan tri vién thuc hién cac thao tac sau:

- Xem va tim kiém thong ké/bao cado doanh thu cua cac shop

- Xuat file théng ké/bao cao

T.‘Trusled

(@) POS

| statistics/Reports

First Name Last Name @
AERCHANT 01

@ Home
@ Transaction Transaction time Keyward shop
7 Function ~ ‘ 24/04/2024 ou/05/2024 @ X
Shop Management
# Shop Account number Virtual account 't number Cash flow name Total received Total Total revenue
Bank Account Management
0B39533594 RQOOOZItITO MBB - VQRQUOOZIT_ 165,000 ]
User Management va QR
1 moble-id 175,000
0839533594 HNC40T30165809 mobile-id 10000 1
Device Management
Total 175,000 20 175,000
Versian 120250122 Copyright £ 2024 - 2025 Mobile-ID Technalogies and Service Joint Stock Company BB infopmobile-idvn  § +84978377IS2

Giai phap thong bao thanh todn ma QR Trusted Pay

Trang 24



MOBI LE 'ID CONG TY CG PHAN CONG NGHE VA DICH VU MOBILE-ID
Tang 9, Toa nha Van Phong Thuy Lgi 4, 286-288 Nguyén Xi, Phudng 13,
Quan Binh Thanh, TP. HCM

Anytime, Anywhere Tel: +84 28 3622 2982 - Hotline: 1900 6884
info@mobile-id.vn - https://www.mobile-id.vn

2.10Giao dién API

2.10.1 Téng quan vé API
API Trusted Pay cung c8p cac phudng thirc tich hgp cho d6i tac dé tao, quan ly va xac nhén giao dich théng
qua ma QR. Hé théng s dung JSON qua HTTP va tuan theo mét phan nguyén tac RESTful.

2.10.2 Xac thuc va bao mat
Xac thuc thong qua WSO2 API-M:

- WSO02 Key Manager lién két v3i Keycloak dé xac thuc Bearer Token.

- Token dudc gli kém trong request s& dugc WSO2 xac minh trudc khi chuyén tiép dén hé théng API

Trusted Pay

2.10.3 Chi tiét vé API
Hé théng cung c&p mot s6 API chinh dé hd trg viéc tao ma QR va gén ma QR vao thiét bi, phuc vu cho quy
trinh thanh todn. D€ ddm bao tinh bdo mét va kiém soat hé théng, ching tdi khdng cung cép toan bd API,
bao gobm cac API lién quan dén viéc tao ctra hang.
Cac API dudi day yéu cdu ddi tadc cung cdp shop_id hgp 1€ dé xac dinh dan vi trién khai trong hé théng. Déi

tac cdn dam bao shop_id nay da dudc tao trudc va cd quyén thao tac trén né.

2.10.3.1 Tao QR dong
M6 ta: API dich vu ndy tao m& QR dong cho Tai khoan Ao, trong dé bao gém mot s6 tién giao dich cu thé.
M3 QR dudc tao tudn theo tiéu chudn VIETQR va cb thé dugc s dung dé xir ly thanh todn mot cach thuén
tién.

Endpoint: POST /v1/create/merchant/shop/virtual-account/qr

Thuodc tinh Request Header

STT Tén Ki€u dir liéu Bat budc

1 | x-virtual-account-id String M ID cua tai khoan ao

Thuoc tinh Request Body

STT Tén Ki€u dir liéu 3 o Description

1 |amount Integer M S6 tién giao dich cho m&@ QR

N&i dung cla giao dich (bang ti€ng Viét khdng

2 |t f tent Stri M ~
ransfer_conten ring dsu)

Thuodc tinh Response Headers

STT Tén ié ié Bat budc

ID giao dich cia ma QR da tao nhung chua dugc

1 |x-bank-transaction-id String M thanh toan thanh céng

Thuodc tinh Response Body

STT Tén Kiéu dir liéu
1 |gr_code String M M3 QR, tuén theo tiéu chuén VIETQR
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Thudc tinh Response Body

STT Tén Kié€u dir liéu Bat buéc Mb ta
2 |amount Integer M S0 tién giao dich cho ma QR
3 |gr_code_image String M Hinh anh cia ma QR da tao
Resionse examile
{
"gr code": "00020101021138700010A000000727013200069704480119TPS250217230327273~

00000010208QRIBFTTA530370454061000005802VN62530120C6PMTd4KRxykI1E69uNKO825Thanh toan Iphone 16
Plus63040741",

"amount": 100000,

"qr code image": "/9j/4ARQSkZJRgABAgGAAAQABAAD/2wBDAA..."

2.10.3.2 Thiét 1ap QR chuyén xudng thiét bi
API dich vu nay dudc st dung dé lién két ma QR vdi mot thiét bi, cho phép thiét bi dugc gédn vSi mét quy
trinh thanh todn hodc giao dich cu thé.
Endpoint: POST /v1/set/merchant/shop/device/qr

Thuodc tinh Request Header

Tén Ki€u dir liéu Bat budc
1 |x-shop-id String M ID cla clra hang st dung thiét bi
2 |x-device-id String M ID cuda thiét bi loa
L . ID giao dich cia ma QR da tao. Nhan tur API Tao
3 |x-bank-transaction-id String M M3 QR cho Tai Khoan Ao

Response example

2.10.4 HO trg API két ndi bén thir 3
Hé théng cung cdp API cho cidc phdn mém, *‘ng dung cla bén th( ba d€ tich hgp vao nén tang thanh toan.
Cac bén th( ba c6 thé:

- GuUi yéu cau tao ma QR cho giao dich.

- Kiém tra giao dich.

- Nhan webhook théng bao giao dich.

Cac d6i tac can dang ky va dudc cip cap Client ID va Client Secret dé€ sir dung dich vu.

2.11Quan ly xac thuc dinh danh va truy cap

2.11.1 Muc dich
Xac thuc dinh danh déng vai tro quan trong trong hé th6ng nhan thong bao thanh toan qua ma QR, dam
bao rdng chi nhitng ngudi dung hgp 1&€ mdi ¢ thé truy cap va nhan théng tin giao dich. Hé théng gitip ngan

chan gian lan, bao vé théng tin va tao ra moi trudng giao dich dang tin cay.
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2.11.2 Téng Quan vé WSO2 API Manager va Keycloak
WSO02 API Manager 1a mot nén tdng quan ly API manh mé&, hd trg kiém sodt truy cap va bao mat API. Hé
théng s dung WS02 dé kiém sodt viéc truy cdp API, trong khi Keycloak ddm nhiém xdac thuc ngudi dung,
cédp phat token theo chudn OAuth2/OpenID Connect.
Keycloak, mdt nén tang quan ly danh tinh manh mé va tiéu chuén, dé dam bao xac thuc an toan, tin cdy
va linh hoat cho ngudi dung. Keycloak hd trg OAuth 2.0, OpenID Connect (OIDC) va JWT, giup don gidn

héa qud trinh tich hdp ma van ddm bado bao mat cao.

Keycloak

OAuth App

- M

Access Token
from Keycloak

APl Manager

API Backend

n Invoke API @
Using the

Access Token

Viéc st dung Keycloak mang lai nhiéu Igi ich:

e Bao mat cao: Moi giao ti€p déu thong qua Access Token dudc ma hda va xac thuc chat ché.

e Chuan qudc té: Hé théng tuadn tha cac tiéu chudn bao mat OAuth 2.0 va OIDC, gilip dé dang tich
hgp v@i cac nén tang khac.

e Quan ly linh hoat: HO trg nhiéu phucng thirc c&p quyén (Client Credentials, Authorization Code,
Refresh Token, ...).

e MG& rong dé dang: Keycloak cé thé tich hgp vdi hé théng SSO, LDAP, Active Directory, phu hgp vdi
moi doanh nghiép.

2.11.3 Vai Tro cua Xac Thuc Pinh Danh trong Giai phap Thanh Toan QR

2.11.3.1 Pam Bao An Toan Giao Dich
Xac thuc dinh danh gilip dam bao réng chi cdc ngudi dung hdp 1& mdi cé thé nhén dugc thong bao thanh
toan khi khach hang quét va thanh toan ma QR.

2.11.3.2 Nang Cao Trai Nghiém Ngudi Dung
Viéc xac thuc nhanh chéng, an toan gilp ngudi dung dé& dang tich hgp va nhan théng béo giao dich mét
cach chinh xac va kip thdai.
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2.11.4 Kién Trac Xac Thuc Pinh Danh

2.11.4.1 Tdng Quan Kién Tric
Hé théng s dung WSO2 API Manager dé ki€ém soat API va Keycloak 1am may chd xac thuc trung tdm. Khi
ngudi dung yéu cau truy cap vao thong bao giao dich, hé théng xac thuc thdng qua Keycloak trudc khi dir
liéu dudc gui dén.

2.11.4.2 Cac Thanh Phan Chinh

e WSO02 API Manager: Quan ly, bdo mat API va kiém soat quyén truy cép.

¢ Keycloak Server: May chu xac thuc danh tinh va cap phat token.

e Hé Thong Trusted Pay: XU ly va gui théng bao giao dich cho ngudi dung.

¢ Ngan Hang: Cung cap thong tin giao dich khi khach hang thanh toan qua QR.
e Ngudi dung: Nhén théng bdo thanh toan dé xur ly don hang hodc dich vu.

2.11.4.3 Ludong Dir Liéu

1. Ngudi dung dang nhap vao hé théng.

2. Keycloak xac thuc thong tin va cap Access Token.

3. Ngudi dung st dung token dé goi API thong qua WS0O2 API Manager.

4. WSO02 xac thuc token, kiém tra quyén truy cdp va chuyén tiép yéu cau dén hé théng nhan thdng béo
thanh toan.

5. Hé théng nhan théng bdo tir ngan hang khi khach hang thanh toan QR va gui théng tin giao dich dén
ngudi dung.

2.11.5 Quy Trinh Xac Thuc Pinh Danh

2.11.5.1 Pang Ky va Xac Minh Ngugi Dung
Ngudi dung can dang ky va xac minh danh tinh trude khi c6 thé nhan thdng bdo thanh toan.

2.11.5.2Pang Nhap va Xac Thuc

Sau khi xac thuc thanh cong, Keycloak cdp Access Token, gilp xac dinh danh tinh ngudgi dung trong suGt

qua trinh tao s dung hé théng Trusted Pay.

2.11.5.3 Kiém Tra Token théng qua WS0O2 API Manager
Khi ngudi dung guri yéu cau API, WSO2 sé& kiém tra Access Token, xac thuc tinh hgp 1& trude khi chuyén tiép
yéu cau dén hé thong quan ly giao dich.

2.11.6 Lgiich cia WSO2 API Manager va Keycloak

2.11.6.1 Tinh Bao Mat Cao
e HO trg xac thuc da yéu t& (MFA).
e M3 hoa token ddm bao di liéu an toan.

e Quan ly phién dang nhéap va phat hién hoat dong bat thudng.
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2.11.6.2 Dé Dang Tich Hgp

e WSO02 API Manager hd trgd kiém sodt API, xac thuc va gidi han quyén truy cap.

e Keycloak hd trg cac giao thirc chudn nhu OAuth2, OpenID Connect, gitp ngudi dung dé dang tich
hgp vao hé théng hién co.

e Cb thé két néi vGi LDAP, Active Directory va SSO.

2.11.6.3 Tiét Kiém Chi Phi

e La gidi phdp ma nguén md, khéng tén chi phi ban quyén.

e Gidm thiéu chi phi vdn hanh so véi cac giai phap thuong mai.
Tém lai, viéc str dung WSO2 API Manager va Keycloak giip hé théng Trusted Pay dat dudc bdo méat cao, dé
dang tich hgp, quan ly ngudi dung hiéu qua va t6i uu chi phi, mang lai trai nghiém giao dich an toan va tién

Igi cho ca khach hang va ngudi dung

3 VAN HANH
3.1 Quy trinh sao luu va phuc hoi dir liéu
3.1.1 Muc dich
Quy trinh sao luu va phuc hdi nhdm dam bao dif liéu cla hé théng Trusted Pay dudc luu trif an toan, cé thé
khoi phuc nhanh chéng khi xay ra su cé.
3.1.2 Tan suat sao luu
Sao luu hang ngay: D{f liéu giao dich, nhat ky hé théng.
Sao luu hang tuan: Cau hinh hé théng, cd sé dit liéu chinh.
Sao luu hang thang: Sao luu toan bd hé théng
3.1.3 Phuong thirc sao luu
Sao Iuu tai chd (Onsite Backup): D liéu dugc luu trif trén hé théng Iuu trit ndi bo.
Sao luu tir xa (Offsite Backup): Sao Iuu di liéu Ién hé thong luu trir d@m may hodc may chu du phong.
Sao luu néng (Hot Backup) va sao Iuu lanh (Cold Backup) dudc trién khai tuy theo loai dif liéu
3.1.4 Quy trinh khoi phuc dir liéu
1. Kiém tra nguyén nhan mat dir liéu.
Xac dinh ban sao luu phu hgp.
Thuc hién khoi phuc theo hudng dan k§ thuat.

Kiém tra va xac nhén tinh toan ven cua dif liéu.

v A W

Cap nhat trang thai hé théng va thong bao cho cac bén lién quan.
3.2 Quy trinh giam sat dich vu
3.2.1 Muc dich
Giam sat dich vu nhdm dam bao hé théng Trusted Pay hoat ddng 6n dinh, phat hién sdm cac su cd va kip
thoi xr ly
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3.2.2 Cong cu giam sat
Hé thong giam sat tap trung (Prometheus).
Canh bdo qua email hoac Telegram khi phat hién su c6.
3.2.3 Quy trinh giam sat
1. Cau hinh cbng cu gidm sat va cac ngudng canh bao.
2. Theo doi hoat déng hé thdng theo thai gian thuc.
3. Phan loai su c6 theo mdc d6 nghiém trong.
4, Xuly su co.
5. L&p bdo cdo téng hop dinh ky.
3.3 Quy trinh cip nhat, thay ddi
3.3.1 Muc dich
Dam bao cac thay d6i trén hé théng Trusted Pay dudc trién khai an toan, khéng anh hudng dén hoat ddng
dich vu.
3.3.2 Loai cap nhat
1. Cap nhéat bao mat.
2. Nang cap tinh nang.
3. V4 16i hé théng.

3.3.3 Quy trinh cap nhat

1. Kiém th{ ban cap nhéat trong méi trudng kiém thr.
Xac nhan tinh 6n dinh cda ban cip nhéat.

Lén lich trién khai cdp nhat ngoai gi& cao diém.
Thuc hién cap nhat theo ké hoach.

A

Kiém tra hu clp nhat d& dam bao hé théng hoat ddng binh thudng.
6. Lap bao cdo cap nhat gui cho cac bén lién quan
3.4 Quy trinh ra soat 16 hong bao mat
3.4.1 Muc dich
Phat hién va khdc phuc kip thdi cac 16 hong bao mat nhdm bao vé hé thdng Trusted Pay khoi cdc mdi de
doa.
3.4.2 Cong cu va phuaong phap
1. Quét 16 hdng bao mat dinh ky badng Nessus.
2. Kiém th x4m nhép (Penetration Testing) hang quy.
3. Theo do6i va cap nhat cac ban va bdo mat mai nhat.
3.4.3 Quy trinh ra soat
1. Lap k& hoach kiém tra bdo mét.
2. Thuc hién quét 16 héng va phan tich két qua.

3. Xac dinh cac rui ro va Ién phuang an khac phuc.
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4. Ap dung bién phap khic phuc va kiém tra lai.
5. B&o cao két qua ra soat va cap nhat chinh sach bao mat.
3.5 Quy trinh xtf ly khiéu nai, cham séc khach hang
Céc théng tin vé gid va chinh sach bao hanh, bao tri thiét bi s& dudc thé hién chi tiét trong hdp déng.
Quy trinh x{r ly khi€u nai s& bat dau khi khach hang gui khi€u nai téi cdc kénh ti€p nhén cua cong ty, cu thé
nhu sau:
- Khach hang st dung dich vu Trusted Pay va trong qué trinh st dung gép cac 16i vé sdn pham hodc
dich vu, khach hang sé gui cac khiéu nai qua cac kénh:
e S0 dién thoai: 028 3622 2982 hoac hotline 1900 6884

e Email: info@mobile-id.vn

e Website: https://trustedpay.mobile-id.vn/

- Tiép nhan va phan loai thong tin: Ngudi ti€p nhan ghi lai day du thong tin khach hang, cac van dé
khach hang khi€u nai va phan loai thong tin.

- X&c thuc van dé: B6 phan tiép nhan thong tin khi€u nai va gui dén bd phan lién quan dé xac minh
van dé cua khach hang. Xac dinh nguyén nhan: van dé mdgi phat sinh hay da xay ra trudc dé va lap
di I&p lai nhiéu 1an, van dé 16i phat sinh do san pham hay k¥ thuat, ...

- Dua ra giai phap: Sau khi xac dinh dudc nguyén nhan cua cac van dé khiéu nai, cac b6 phan lién
quan sé dua ra hudng xU ly va hanh déng khac phuc di kem.

- Phan hoi t&i khach hang: Sau khi van dé dugc x{r ly hodac da cé hudng, nhan vién cham soc khach
hang s& phan hoi t8i khach hang, dam bao khach hang tiép tuc s dung san phdm va dich vu hai
long va tot nhat.

- Theo doi sau khi x(r ly cac khiéu nai ctia khach hang dén khi nhan dugc phan hoi tét tir khach hang.
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THONG TIN NANG LUC NHAN SU
POI DU AN TRUSTED PAY

Trinh dd Chuyén mén va Bang cip

Vai tro/
Trinh do

phu trach N Bang cip Chirng chi
chuyén mon

Ho va Tén

. , i Thac si Cong Nghé .
1 Duadng Phuacng Vi Truédng nhédm . ] Pai hoc 15
Théng Tin
o i A Cr nhan Céng nghé )
2 Phan Xuan Vi Pho nhom . . Pai hoc 17
théng tin
. ] Phat trién va K¢y su Cong Nghé ]
3 Tran Ngoc Thinh X ¥ R g. gne Pai hoc 2
ho trg Théng Tin
B Phat trién va Ky su Cong nghé
4 Nguyén Dulc Phat x Y . g. ghe Pai hoc 1
ho trg thdéng tin
.A, . Phat trién va Ky su Céng Nghé ]
5 DO Huy Hoang X R . Pai hoc 1
ho trg Théng Tin
Phat trién va CUr nhadn Cong Nghé
6 Lé Thi Kim Anh x . g ghe Pai hoc 1
ho trg Théng Tin
N ] Phat trién va Ky su Céng Nghé ]
7 Trucong Hong Phat x . . Pai hoc 3
ho trg Thong Tin
— , Phat trién va Ky su Cong Nghé )
8 Nguyén Minh Canh % R . Pai hoc 4
ho trg Théng Tin
pe s Thuc hanh
. o . Phat trién va " R .
9 Tran Van Thanh % lap trinh hé 13
ho trg "
thong
Thiét k& va Ky su Cong Nghé
10 | Luu Thi Thdm _A!e e,va ye . ong- gne Pai hoc 3
kiém thu Thong Tin
A R e , CU& nhan Cong Nghé )
11 Ngo Thi Thanh Ngan Kiém thu R - Pai hoc 2
Thong Tin

PAI DIEN THEO PHAP LUAT CUA DOANH NGHIEP
TONG GIAM POC

PHAM XUAN KHANH
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